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Cyber-Physical
Security
Convergence

The Disruptive Approach to Today’s Threat Landscape

The digital transformation couldn’t come at a better time for physical security. It ushers in an era of
true convergence — where connecting cyber/IT, security and OT data across the enterprise leads to
heighted situational intelligence, reduced risk and the integration of critical business processes.

Digital Disruption Transforms Traditional Metrics

Today’s digital transformation means limitless opportunity for those who can harness the digitization of
our physical world safely and effectively. But the transformation has forever altered the threat landscape,
leaving no entity without risk. Cyber and physical threats have blended, the result of our new everything

IP-connected environment. The growing internet of Things
(IoT), with billions of connected devices predicted in the
coming years, is further driving an exponential explosion

of cyber-physical risk. Smart cities, autonomous vehicles,
drones and robotics are the next inflection point. Any system
compromised can have a devastating impact on security,
critical operations, profitability and reputation.

Thought leaders agree that the current approach of dealing
with security in departmental silos is leading to increased risk,
rising costs and a climate of mistrust on the part of regulators,
who remain frustrated with recurring breaches. So what are
the barriers and what will it take to break them down?

Organizations are often slow to adapt to change unless
forced to do so. Reluctance to converge often centers around
people issues. Physical security, IT and OT personnel are
fixed in traditional silo structures, hesitant that convergence
will translate into changes that require them to diminish their
roles. Yet malicious actors don’t think this way and ultimately
capitalize on these functions working in isolation from each

“Explosive growth in technology

and data over the next decade will
obliterate barriers between cyber,
physical and virtual worlds, ratcheting
up the complexity and scale of

cyber and privacy risk management
worldwide. Digital data and devices

will be increasingly embedded in
critical infrastructure, consumer
products, vehicles, daily life and even
in humans, in a world in which the
physical, cyber and virtual merge.”

— U.S. National Security
Telecommunications
Advisory Committee

other. Later in this article, we will discuss how security convergence is not designed to eliminate roles, jobs
or departments, but to strengthen their ability to secure the enterprise and enhance workforce experience

with automation, integration and data-insights.
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Impact to the Practitioner/CSO

In the world of the practitioner, cybersecurity is
essential, and it’s simply one more plane of threats
from which security leaders have to contend. For
the practitioner, this is also represented in a world of
steadily converging security. While some top global
companies today have truly converged the formerly
differentiated world of physical security and
cybersecurity, most still reside in a dual reporting
structure - but have built in regular check-ins and
procedures that respect each team’s expertise,
while providing the benefit of eliminating the
communication boundaries between the groups.
Security practitioners today seem to have three
general choices when it comes to convergence:

1. Ignore: Disregard the need to converge — a
wholly unwise choice, by most accounts.

2. Strongly Interrelated Teams: Continue to
manage security in two, separate but equal
channels, but strongly define team relationships
such that constant open dialogue and
cross-investigation exist between the two
specialized teams.

3. Fully Converged: Fully merge security leadership
and tactical security management to link
cybersecurity protections and physical security
protections, given converged threat vectors that
impact information, data, people and assets.

Source: SIA 2023 Security Megatrends.
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Trusted and True Security Convergence

Security is long overdue for the digital
transformation and the altered threat landscape
requires a change to conventional thinking and a
new approach. The industry continues to come
face to face with the reality that millions of dollars
are being spent on halfway security measures,
while breaches continue unabated and threat
vectors rise. Current spending on regulatory
compliance and network security too often miss a
structural vulnerability: security is still imprisoned in
corporate silos and needs to break free.

Cyber-IT security personnel focus on virus and
malware attacks, hacker penetration of network
perimeters and employee access and authorization.
Corporate security personnel focus on physical
access to buildings, zones and remote facilities and
often, environmental systems. Operators of critical
assets like pipelines, power generation, chemical
plants and airports focus on control systems and
whether assets are functioning within established
parameters. The monitoring systems for these
functions are rarely integrated and even more

rarely correlated for contextual understanding of

an evolving security event. Everyone is isolated. It is
the very definition of halfway security and corporate
irresponsibility.

GSOC BEFORE CONVERGENCE | BY THE NUMBERS

TIME
& RESOURCE
ALLOCATION

75%

Identity &
Access Processing

1% Other

Identity & Phone Email Receipt Security Events
Access Requests| Calls & Responses & Incidents

5% Phone Calls & Emails
5% Alarm & Event Response
5% Situational Awareness

5% Service Coordination

2% Investigation Support
2% Compliance & Audit Review

4400+ 1000+ 800+

per week perweek perweek

2500+ processed in 45%+ |dentity 50%+ Identity
multiple access control & Access related & Access related
systems across multiple
IT networks

115+

per week

20+

per week

Figures from an Alert Enterprise customer
with 30,000+ employees.

CONTACT US | LEARN MORE


https://alertenterprise.com/contact/
https://alertenterprise.com/

Determined attackers have a more holistic view

of security. They attack the entire enterprise and
understand the vulnerabilities present in security.
Segregation of solutions within the enterprise
means each silo is realtime blind to breaches in the
others. Communication gaps between silos mean
time delays, which open opportunities for attackers.
The failure to integrate physical security with IT and
operational technology — regardless of budget - is
the moral equivalent of aiding and abetting thieves
and saboteurs.

Enterprise security leaders now understand that

the effects of a cyber breach, physical attack or
manufacturing loss, which include business and
reputational costs, far outweigh the costs of a
holistic and converged system. Those who embrace
the digital transformation will enable cohesiveness
of systems and data, with the end result delivering
proactive threat detection and prevention — a unified
threat response to mitigate risk.
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Proven Business Outcomes
with Convergence

75%+

of identity and access tickets
processed can be automated
through Alert Enterprise Guardian

20%

Average Workforce Productivity Gain

by providing the right access at
the right time without delays

*15.7
MILLION

Annual Total Savings/Cost Recovery
on Direct and Indirect Costs

Figures are annual projections for an Alert Enterprise
customer with 30,000+ employees.

CISA Report on Cyber-Physical Convergence
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» Security functions operate independently with
limited collaboration on enterprise-wide risks

» Senior leaders and teams lack visibility of
interconnected physical and cyber assets

* Lines of communication are unclear and
impede coordination and collaboration

= Organization is unable to quickly identify,
prevent and respond to complex threats
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CONVERGED SECURITY
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* Integrated security functions address
cyber-physical infrastructure security

 Holistic threat management ensures physical
and cyber assets are secure

 Senior leaders and teams communicate,
coordinate and collaborate

» Organization is prepared to prevent, mitigate
and respond to threats

J

Source: CISA Cybersecurity and Physical Security Convergence Action Guide — December 2021.
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The Intelligent Enterprise Needs
Intelligent Security

Tectonic Shift to Collaboration of Data: Departments
like Corporate Security and Plant Operations at one
time had little or no need to collaborate with IT. The
well-seeded approach of dealing with security in
departmental silos no longer holds value in a digitized
society. Formerly a cost center only, physical security
now has the attention of C-Suite and IT executives, as
predictive risk analytics and insider threat monitoring
of physical-logical systems are closing gaps, linking
formerly security only data to daily tasks, resulting in
lower total cost of ownership, heightened operational
efficiency and a solid return on investment from
integrated solutions.

Business leaders are clear-eyed about new risks

tied to emerging technologies, and recognize that

a successful cyberattack on OT could have major
consequences, including the disruption of operations,
compromise of sensitive data and damage to
product quality.

Facing these new and emerging threats requires
intelligent platforms that can effectively converge
applications and leverage big data, machine learning
and predictive analytics to seamlessly aggregate and
analyze data across OT, IT and physical security.
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The Unavoidable Human Side
of Security

At the center of converged security is people, identity
and trust. For example, do you know who is handling
your critical infrastructure operations? It may seem
like a simple question, but in real-life this is a question
that needs to be asked or a control that needs to be
tested with every event and credentialing or identity
transaction every minute of every day.

Consider the worker who is able to log into Utility

or Energy enterprise operational systems despite
having followed someone into the building without
swiping his own access card. This may be an
innocent occurrence when seen as an isolated
event. However, when correlated with HR data, staff
schedules and system transactions, it may reveal
something much more sinister. Was he scheduled

to be on duty? Was he supposed to be on vacation?
Was he on disciplinary probation? Was he altering
system configurations? Disabling alerts? Was he
attempting to access systems he was not authorized
to engage? Logging into operational systems without
first using badge access should trigger automated
checks to answer these questions and alert security
to investigate a physical breach — innocent or not.

With a converged security technology platform and a
single unified view of cyber, physical and operational
parameters, the Security Operations Center (SOC)
can now deliver a unified and proactive threat
response to a wide range of incidents — with real-
time data connection across HR, physical security
and other critical enterprise applications.
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Insider Threat Convergence Today.
Protection 2.0 Convergence Tomorrow.

A|_powered Workforce and Workspace The technology to accomplish real—time, Cross-
Intelligence is the next journey on

enterprise security convergence is an operation in
mission critical environments today. It is not designed to

the road to security convergence. |t eliminate roles, jobs or departments, but to strengthen
offers powerful identity and business their ability to secure the enterprise and enhance
benefits, including: workforce experience with automation, integration and
. data insights. Alert Enterprise delivers a holistic security
* A clear, converged connection of convergence platform that can integrate, analyze
Al-powered Security, Operational and correlate data across thousands of systems and
and Experience data for enhanced applications to expose risks and deliver more informed

and actionable situational intelligence in real-time. This

eliminates both the vulnerabilities and inefficiencies

* The ability to leverage security, of managing security and risk in silos. It enables fast
HR and operational data to and informed responses to IT, physical and operational

threats, thereby reducing cost and liability while

increasing safety and reliability.

insider threat protection

deliver essential space utilization
and optimization insights and to
enterprise facility and corporate The Alert Enterprise technology platform integrates

real estate seamlessly with enterprise applications including HR
systems to conduct risk analysis on an ongoing basis
and automate the onboarding and offboarding process.
Insider threats and hostile intrusions are managed by
integrating across multiple card access systems, video
surveillance systems and sensor networks. This enables
monitoring of employee, contractor and visitor access
to critical assets across the value chain.

Real-world incidents demand a world class response.
Alert Enterprise also provides geo-spatial monitoring
for contextually informed alerting and response to
cross enterprise threats and serious acts of sabotage,
terrorism, fraud and theft. Even seemingly innocent
activities can be correlated with system, network,
application and database access events to detect real
threats and risks. Powerful alerting and automated
remedial action guidance complete the system.

Benefits of Convergence

An integrated threat management strategy reflects in-depth understanding of the cascading impacts to interconnected
cyber-physical infrastructure. As rapidly evolving technology increasingly links physical and cyber assets - spanning
sectors from energy and transportation to agriculture and healthcare - the benefits of converged security functions
outweigh the challenges of organizational change efforts and enable a flexible, sustainable strategy anchored by shared

security practices and goals.
/A A A A A

Enables integrated Connected Streamlined security Risk and threat Security functions Single security
views of security physical security functions lead to management is share information program under
threats so leaders and cybersecurity cross-training and fully aligned under a and best practices one set of shared
can gauge the functions reduces overall knowledge holistic strategy. while working to practices and
security posture of increase.

integrate and operate goals to secure
as a unified team. cyber-physical
infracstructure.

duplicate efforts and

the organization. raises productivity.

STRATEGIC ALIGNMENT | SHARED INFORMATION COMMON GOALS

VERSATILITY

SECURE ENTERPRISE EFFICIENCY
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SILOED
SECURITY OPERATIONS

COMMUNICATION

@ Initiate a Dialogue

Enable communication with
security leaders. Engage with
upper management to discuss
what convergence might look
like within your organization -
successful convergence relies

@ Review Leadership Roles

Discuss whether your current
leadership structure can be
realigned.

@ Establish a Convergence
Team

Identify key players, such as
CSO, CISO, physical security,
IT, cybersecurity, and facility
managers.

@ Enable Information Sharing
Engage with team members
across all security functions to
identify points of convergence.
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on support from senior leaders.
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A FRAMEWORK FOR ALIGNING SECURITY FUNCTIONS

Convergence efforts below are
dynamic and interdependent

Cybersecurity

Physical
Information Security
Sharing
Access and

Facilities

CONVERGED
SECURITY OPERATIONS

COORDINATION

Formalize Convergence Team
Roles and Responsibilities

Establish a cadence and
structure for team coordination
and integration.

Identify Linked Assets

Coordinate with team members
across security functions to
access cyber and physical
assets and identify those that
are linked. Assess the risk

level of each asset based on
linkages.

Conduct a Vulnerability
Assessment

Identify gaps in security and
risk mitigation and determine
where gaps can be closed
through convergence.

Determine the Baseline

Leverage initial assessments
and gap analyses to determine
the baseline for security
operations and incident
management.

COLLABORATION

® Run the Numbers

Determine if convergence on
any scale is financially feasible
from a short-term and long-
term perspective.

@ Prioritize Improvements
Identify and prioritize
improvements, including
patches, software updates,
virus protection, and
opportunities for automation.

@ Craft Risk-Driven Policies

Develop and implement risk-
driven policies with broad
applicability and that reflect
converged security functions.
Identify best practices.

@ Strategic Alignment

Align strategy to shared
practices and goals. Focus

on improving efficiency and
increased information sharing.

Source: CISA Cybersecurity and Physical Security Convergence Action Guide — December 2021.
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Where to start

The next steps start from within and require a deep dive into your organization and its
strengths and weaknesses, developing a top-down plan based on eliminating silos,
integrating identity with cyber and drawing in operational technology and automation.
Once your stakeholders understand the implications of isolated plans and processes
and the importance of a converged approach, you can begin to implement the right
technologies to begin the journey to greater situational awareness.

The digital transformation and its impact on physical security are clear. It takes a new
approach, focusing on bringing people, processes, data and technology together
safely and securely. The future is here, and with Alert Enterprise, organizations are now
empowered to do more with less, create engaging employee experiences, increase
compliance and reduce risk — all from a single, trusted digital identity platform.
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